HIPAA Compliance Checklist for
Healthcare Providers

A Comprehensive Guide to Protecting Patient Data and Achieving Regulatory
Compliance

About This Checklist

This HIPAA Compliance Checklist provides healthcare providers with a practical
framework for implementing the administrative, physical, and technical safeguards
required by the Health Insurance Portability and Accountability Act (HIPAA). Use this
checklist to assess your current compliance status, identify gaps, and create an action
plan for achieving full HIPAA compliance.

Who should use this checklist:

e Medical practices and clinics

Dental practices

Mental health providers

Physical therapy and rehabilitation centers

Any healthcare provider handling Protected Health Information (PHI)

Administrative Safeguards

Administrative safeguards are policies and procedures designed to manage the

selection, development, implementation, and maintenance of security measures to
protect PHI.



Security Management Process
Risk Assessment: Conduct a comprehensive security risk assessment to
identify threats and vulnerabilities to PHI

Risk Management: Implement security measures to reduce identified risks to
reasonable and appropriate levels

Sanction Policy: Establish and apply appropriate sanctions against
workforce members who fail to comply with security policies

Information System Activity Review: Regularly review records of
information system activity (audit logs, access reports, security incident tracking)

Assigned Security Responsibility
Security Official: Designate a security official responsible for developing and
implementing security policies and procedures

Document Responsibilities: Clearly document the security official’s
responsibilities and authority

Workforce Security
Authorization/Supervision: Implement procedures for authorization and
supervision of workforce members who work with PHI

Workforce Clearance: Establish procedures to determine that workforce
member access to PHI is appropriate

Termination Procedures: Implement procedures for terminating access to
PHI when employment ends or when access is no longer required

Information Access Management
Access Authorization: Implement policies and procedures for authorizing
access to PHI

Access Establishment/Modification: Establish procedures for granting,
reviewing, and modifying access based on job responsibilities

Minimum Necessary: Limit PHI access, use, and disclosure to the minimum
necessary to accomplish the intended purpose



Security Awareness and Training
Security Reminders: Provide periodic security updates and reminders to all
workforce members

Protection from Malicious Software: Implement procedures for guarding
against, detecting, and reporting malicious software

Log-in Monitoring: Establish procedures for monitoring log-in attempts and
reporting discrepancies

Password Management: Create and implement procedures for creating,
changing, and safeguarding passwords

Security Incident Procedures

Incident Response Plan: Develop and implement procedures to respond to
security incidents

Incident Identification: Establish methods to identify and document
security incidents

Incident Reporting: Create procedures for reporting security incidents to
appropriate personnel

Incident Mitigation: Implement procedures to mitigate harmful effects of
security incidents

Contingency Plan
Data Backup Plan: Establish and implement procedures to create and
maintain retrievable exact copies of PHI

Disaster Recovery Plan: Establish procedures to restore lost data in the
event of an emergency

Emergency Mode Operation Plan: Establish procedures to enable
continuation of critical business processes while operating in emergency mode

Testing and Revision: Periodically test and revise contingency plans

Applications and Data Criticality Analysis: Assess the relative criticality of
specific applications and data in support of contingency plans



Business Associate Contracts

Business Associate Identification: Identify all business associates who have

access to PHI

Written Agreements: Obtain satisfactory written assurances (Business
Associate Agreements) from all business associates

BAA Requirements: Ensure BAAs include required provisions regarding
safeguarding PHI and reporting breaches

Ongoing Monitoring: Regularly review business associate compliance with
security requirements

Physical Safeguards

Physical safeguards are physical measures, policies, and procedures to protect
electronic information systems and related buildings and equipment from natural and

environmental hazards and unauthorized intrusion.

Facility Access Controls
Contingency Operations: Establish procedures to allow facility access for
restoration of lost data under disaster recovery and emergency mode operations

Facility Security Plan: Implement policies and procedures to safeguard the
facility and equipment from unauthorized physical access, tampering, and theft

Access Control and Validation: Implement procedures to control and
validate access to facilities based on role or function

Maintenance Records: Implement policies and procedures to document
repairs and modifications to physical components of the facility

Workstation Use

Workstation Security Policy: Implement policies and procedures that
specify proper functions to be performed, manner of performance, and physical
attributes of surroundings for workstations that access PHI



Physical Safeguards: Ensure workstations are positioned to minimize
unauthorized viewing of PHI

Screen Privacy Filters: Install privacy filters on monitors in areas where
unauthorized individuals might view PHI

Workstation Security

Physical Safeguards: Implement physical safeguards for all workstations
that access PHI to restrict access to authorized users

Automatic Logoff: Configure workstations to automatically log off or lock
after a period of inactivity

Device Encryption: Encrypt all mobile devices (laptops, tablets,
smartphones) that access or store PHI

Device and Media Controls

Disposal: Implement policies and procedures for final disposition of PHI and
hardware/electronic media containing PHI

Media Re-use: Implement procedures for removal of PHI from electronic
media before re-use

Accountability: Maintain a record of movements of hardware and electronic
media containing PHI

Data Backup and Storage: Create retrievable, exact copies of PHI before
movement of equipment

Technical Safeguards

Technical safeguards are technology and related policies and procedures to protect
PHI and control access to it.
Access Control

Unique User Identification: Assign a unique name and/or number for
identifying and tracking user identity



Emergency Access Procedure: Establish procedures for obtaining necessary
PHI during an emergency

Automatic Logoff: Implement electronic procedures that terminate an
electronic session after a predetermined time of inactivity

Encryption and Decryption: Implement mechanisms to encrypt and decrypt
PHI as needed

Audit Controls
Audit Logging: Implement hardware, software, and procedural mechanisms
that record and examine activity in information systems containing PHI

Regular Review: Regularly review audit logs to identify unauthorized access
or suspicious activity

Retention: Retain audit logs for at least six years

Integrity

Mechanism to Authenticate PHI: Implement electronic mechanisms to
corroborate that PHI has not been altered or destroyed in an unauthorized
manner

Data Validation: Implement procedures to validate the accuracy and
completeness of PHI

Person or Entity Authentication
Authentication Procedures: Implement procedures to verify that a person or
entity seeking access to PHI is who they claim to be

Multi-Factor Authentication: Implement multi-factor authentication for
remote access to systems containing PHI

Strong Password Requirements: Enforce strong password policies
(minimum length, complexity, expiration)
Transmission Security

Integrity Controls: Implement security measures to ensure electronically
transmitted PHI is not improperly modified without detection



Encryption: Implement mechanisms to encrypt PHI whenever deemed
appropriate (especially for transmission over public networks)

Secure Email: Use encrypted email for transmitting PHI or implement secure
portal solutions

Breach Notification Requirements

Breach Response Procedures
Breach Definition: Establish clear definition of what constitutes a breach
under HIPAA

Breach Assessment: Implement procedures to assess whether an incident
constitutes a breach requiring notification

Risk Assessment: Conduct risk assessment to determine if breach
notification is required (considering nature and extent of PHI involved,
unauthorized person who used/disclosed PHI, whether PHI was actually acquired
or viewed, and extent of risk mitigation)

Notification Procedures
Individual Notification: Establish procedures for notifying affected
individuals of breaches (within 60 days of discovery)

Media Notification: Establish procedures for notifying prominent media
outlets if breach affects more than 500 residents of a state or jurisdiction

HHS Notification: Establish procedures for notifying the Secretary of Health
and Human Services of breaches

Business Associate Notification: Establish procedures for business
associates to notify covered entities of breaches
Breach Documentation

Breach Log: Maintain a log of all breaches, including those affecting fewer
than 500 individuals



Documentation Retention: Retain breach documentation for at least six
years

Annual Reporting: Report breaches affecting fewer than 500 individuals to
HHS annually

HIPAA Privacy Rule Compliance

Notice of Privacy Practices

Written Notice: Provide a written Notice of Privacy Practices to all patients

Acknowledgment: Obtain written acknowledgment of receipt of Notice of
Privacy Practices

Posting: Post Notice of Privacy Practices in a clear and prominent location

Website Posting: Post Notice of Privacy Practices on website if one is
maintained

Patient Rights
Access Rights: Establish procedures for individuals to access and obtain
copies of their PHI

Amendment Rights: Implement procedures for individuals to request
amendments to their PHI

Accounting of Disclosures: Establish procedures to provide individuals with
an accounting of disclosures of their PHI

Restriction Requests: Implement procedures for individuals to request
restrictions on uses and disclosures of their PHI

Confidential Communications: Establish procedures to accommodate
requests for confidential communications

Minimum Necessary

Minimum Necessary Policy: Implement policies limiting use, disclosure, and
requests for PHI to minimum necessary



Role-Based Access: Implement role-based access controls that limit
workforce member access to PHI based on job function

Routine Disclosures: Identify routine and recurring disclosures and
implement standard protocols limiting PHI to minimum necessary

Documentation and Policies

Required Policies and Procedures
HIPAA Security Policies: Develop comprehensive written security policies
and procedures

HIPAA Privacy Policies: Develop comprehensive written privacy policies and
procedures

Breach Notification Policy: Document breach notification procedures
Sanctions Policy: Document sanctions for policy violations

Workforce Training Policy: Document security and privacy training
requirements

Documentation Requirements

Policy Documentation: Maintain written documentation of all HIPAA policies
and procedures

Action Documentation: Document all actions, activities, and assessments
required by HIPAA

Retention: Retain documentation for at least six years from date of creation
or last effective date

Availability: Ensure documentation is available to workforce members
responsible forimplementing procedures

Updates: Review and update documentation regularly to reflect changes in
operations or regulations




Ongoing Compliance Activities

Regular Reviews and Updates
Annual Risk Assessment: Conduct comprehensive security risk assessment
at least annually
Policy Review: Review and update policies and procedures at least annually

Access Review: Review user access rights quarterly to ensure
appropriateness

Vendor Review: Review business associate compliance annually

Training and Awareness
Initial Training: Provide HIPAA training to all new workforce members within
first 30 days

Annual Training: Provide refresher HIPAA training to all workforce members
annually

Training Documentation: Maintain records of all training provided

Policy Changes Training: Provide training whenever material changes are
made to policies

Monitoring and Auditing

Audit Log Review: Review audit logs at least monthly for unauthorized
access or suspicious activity

Compliance Monitoring: Regularly monitor compliance with HIPAA policies
and procedures

Internal Audits: Conduct internal HIPAA compliance audits at least annually

Corrective Actions: Document and implement corrective actions for
identified deficiencies




Getting Started: Priority Actions

If you’re just beginning your HIPAA compliance journey, focus on these high-priority
actions first:

Week 1-2: Foundation

1. Designate a Security Official
2. Conduct initial risk assessment
3. Identify all locations where PHI is stored, accessed, or transmitted

4. |dentify all business associates
Week 3-4: Quick Wins

1. Implement strong password policies
2. Enable automatic workstation logoff
3. Encrypt all mobile devices

4. Implement audit logging
Month 2: Documentation

1. Draft core security and privacy policies
2. Create Notice of Privacy Practices
3. Develop breach notification procedures

4. Create Business Associate Agreement template
Month 3: Implementation

1. Execute Business Associate Agreements
2. Implement access controls and role-based permissions
3. Conduct initial workforce training

4. Establish incident response procedures




Need Help?

HIPAA compliance can be complex and overwhelming. Group 4 Networks specializes in
helping healthcare providers achieve and maintain HIPAA compliance with minimal
disruption to clinical operations.

Schedule a free HIPAA compliance assessment:

e Phone: 1-416-623-9677
e Email: info@g4ns.com

e Web: www.g4ns.com/industries/healthcare

We’'ll assess your current compliance status, identify gaps, and provide a clear
roadmap to full HIPAA compliance.

Disclaimer: This checklist is provided for informational purposes only and does not
constitute legal advice. HIPAA requirements may vary based on your specific
circumstances. Consult with qualified legal and compliance professionals to ensure
your organization meets all applicable requirements.
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